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Core PHP Interview Questions

What isPHP?

PHP is a recursive acronym for PHP Hypertext Preprocessor. It is a widely used open-source programming
language especially suited for creating dynamic websites and mobile API's.

Below PHP interview questions, which are very helpful for 1 year, 2 years, 5 years experience PHP
developers.

Q1. What isPHP ?

PHP: Hypertext Preprocessor is open source server-side scripting language that is widely used for creation of
dynamic web applications.It was developed by Rasmus Lerdorf also know as Father of PHP in 1994.

PHP isaloosely typed language , we didn’t have to tell PHP which kind of Datatype a Variableis. PHP
automatically converts the variable to the correct datatype , depending on its value.

Q2. WhatisT PAAMAYIM_NEKUDOTAYIM in PHP?

T PAAMAYIM_NEKUDOTAYIM is scope resolution operator used as :: (double colon) .Basicaly, it used to
call static methods/variables of a Class.

Example usage: -

$Cache: : get Confi g( $key) ;

Q3. What isthe difference between == and === operator in PHP ?

In PHP == isan equal operator and returns TRUE if $aisequal to $b after type juggling and === is Identical
operator and return TRUE if $ais equal to $b, and they are of the same data type.

Example Usages:

<?php
$a=true ;
$b=1; /'l Below condition returns true and prints
a and b are equal
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i f($a==3%b) {
echo "a and b are equal ";
}el se{
echo "a and b are not equal";
} /1 Bel ow condition returns false
and prints a and b are not equal because $a and $b are of different data t\

i f($a===%b){

echo "a and b are equal ";
}el se{

echo "a and b are not equal";
}

?>

Q4. What issession in PHP. How to remove data from a session?

AsHTTP isastateless protocol. To maintain states on the server and share data across multiple pages PHP
session are used. PHP sessions are the simple way to store data for individual users/client against a unique
session ID. Session IDs are normally sent to the browser via session cookies and the ID is used to retrieve
existing session data, if session id isnot present on server PHP creates a new session, and generate a new
session ID.

Example Usage:-

<?php

/]l starting a session

session_start();

/'l Creating a session

$ SESSION 'user_info'] = ['user_id =>1,
"first_name' =>

"Ranmesh', 'last_nanme' =>
"Kumar', 'status' =>
"active'];

/'l checking session
if (isset($_SESSION'user_info']))

echo "l ogged In";

/1l un setting renove a val ue from session
unset ($ SESSION[ ' user _info'J['first_nane']);
/'l destroying conpl ete session

sessi on_destroy();

?>

Q5. How toregister avariablein PHP session ?

In PHP 5.3 or below we can register avariable session_register() function.It is deprecated now and we can set
directly avaluein $ SESSION Global.
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Example usage:

<?php
/1l Starting session
session_start();
/'l Use of session_register() is deprecated
$user nane = "PhpScot s"
session_regi ster("usernane");
/Il Use of $ SESSION is preferred
$ _SESSI ON[ "usernane"] = "PhpScots";
7>

Q6. Wheresessionsstored in PHP ?

PHP sessions are stored on the server generally in text filesin atemp directory of the server.

That file is not accessible from the outside world. When we create a session PHP create a unique session id that
is shared by the client by creating a cookie on the client's browser. That session id is sent by the client browser
to the server each time when arequest is made and the session isidentified.

The default session nameis” PHPSESSID" .

Also Read: Laravel interview questions

Q7. What isdefault session time and path in PHP. How to changeit ?

Thedefault session timein PHP is 1440 seconds (24 minutes) and the Default session storage path is
temporary folder/tmp on the server.

Y ou can change default session time by using below code

<?php// server should keep session data
for AT LEAST 1 hour

ini _set('session.gc_maxlifetinme', 3600);

/'l each client should renenber their
session id for EXACTLY 1 hour

sessi on_set cooki e_parans(3600);
?>

Q8. What are PHP Magic M ethods/Functions. List them.

In PHP all functions starting with __ names are magical functions/methods. Magical methods always livesin a
PHP class. The definition of magical function are defined by programmer itself.

Here are list of magic functions availablein PHP


https://www.onlineinterviewquestions.com/sessions-stored-php/
https://www.interviewmocks.com/laravel-interview-questions
https://www.onlineinterviewquestions.com/default-session-time-path-php-change/
https://www.onlineinterviewquestions.com/php-magic-methodsfunctions-list/

__construct(), __destruct(), __cal(), _calStatic(), __get(), _set(), __isset(), _unset(), deep(), wakeup(),
__toString(), __invoke(), _ set_state(), _ clone() and __debuginfo() .

Q9. What isdifference between include,requireinclude once and require once() ?

Include :-Includeis used to include files more than once in single PHP script.Y ou can include afile as many
times you want.

Syntax:- include(“file_name.php”);
Include Once:-Include once include afile only one time in php script.Second attempt to include is ignored.
Syntax:- include_once(“file_name.php”);

Require:-Requireis also used to include files more than once in single PHP script.Require generates a Fatal
error and halts the script execution,if fileis not found on specified location or path.Y ou can require afile as
many time you want in asingle script.

Syntax:- require(“file_name.php”);

Require Once :-Require once include afile only one time in php script.Second attempt to include is ignored.
Require Once also generates a Fatal error and halts the script execution ,if fileis not found on specified location
or path.

Syntax:- require_once(“file_name.php”);

Q10. What are constructor and destructor in PHP ?

PHP constructor and destructor are special type functions that are automatically called when a PHP class
object is created and destroyed.

Generaly, Constructor isused to initializing the private variables for class and Destructor s to free the
resources created /used by the class.

Here is a sample class with a constructor and destructor in PHP.

<?php
cl ass Foo {

private $nane;

private $link;

public function _ construct ($nanme) {
$t hi s- >name = $nane;

public function setLink(Foo $link){
$this->link = $link;
}
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public function __ destruct() {
echo 'Destroying: '. $this->nane;
}

Q11. List datatypesin PHP ?

PHP supports 9 primitive types
4 scalar types:

integer
boolean
float
string

3 compound types:

e array
e object
e callable

And 2 special types:

e resource
e NULL

Suggested Read: Zend Framework interview questions

Q12. Explain Typehintingin PHP ?

In PHP Type hinting is used to specify the excepted data type of functions argument.
Type hinting isintroduced in PHP 5.

Example usage: -

/Isend Email function argument $email Type hinted of Email Class. It meansto call this function you must have
to pass an email object otherwise an error is generated.

<?php
function sendEmai|l (Email $emrmail)

$emai | - >send() ;

}

?>
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Q13. How to increase the execution time of a PHP script ?

The default max execution time for PHP scriptsis set to 30 seconds. If a php script runs longer than 30 seconds
then PHP stops the script and reports an error.

Y ou can increase the execution time by changing max_execution_time directive in your php.ini file or calling
ini_set(*max_execution_time’, 300); /300 seconds = 5 minutes function at the top of your php script.

Q14. What ispurpose of @ in Php ?

In PHP @ is used to suppress error messages.When we add @ before any statement in php then if any runtime
error will occur on that line, then the error handled by PHP

Q15. What aredifferent typesof errorsavailablein Php ?

There are 13 types of errorsin PHP, We have listed all below

e E ERROR: A fata error that causes script termination.

E_WARNING: Run-time warning that does not cause script termination.
E_PARSE: Compiletime parse error.

E_NOTICE: Run time notice caused due to error in code.

E_CORE_ERROR: Fatal errors that occur during PHP initial startup.
(installation)

E_CORE_WARNING: Warnings that occur during PHP initial startup.
E_COMPILE_ERROR: Fatal compile-time errors indication problem with script.
E_USER_ERROR: User-generated error message.

E_USER_WARNING: User-generated warning message.

E_USER_NOTICE: User-generated notice message.

E_STRICT: Run-time notices.

E_RECOVERABLE_ERROR: Catchable fata error indicating a dangerous error
E_ALL: Catchesall errors and warnings.

Q16. What isdifference between strstr() and stristr() ?

In PHP both functions are used to find the first occurrence of a substring in a string except
stristr() is case-insensitive and strstr is case-sensitive, if no match is found then FALSE will be returned.

Sample Usage:

<?php

$emai |l = ‘abc@yz.con;

$host nane = strstr($email, ‘'@);
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echo $host nane;

out put: @yz.com
?>

stristr() does the same thing in Case-insensitive manner.

Q17. Codetoupload afilein PHP ?

//PHP code to process uploaded file and moving it on server
i f($_FILES[' photo'][' nane'])

/
f

~

f no errors...
I'$ FILES['file' ]["error'])

[1i
(
/[Inowis the tinme to nodify the future f

I

$new file nanme = strtol ower($_FILES['fi
i f($_FILES['file' ][ size'] > (1024000))

—_~——

ile
e']["
/] can'
$valid file = fal se;

$nessage = ' Qops! Your file\'s size is to large.';

~——

/if the file has passed the test
if($valid_file)

—~——

//nove it to where we want it to be

name and validate the file
['tnp_nane']); //rename file
an't be larger than 1 MB

nove_upl oaded file($ _FILES['file ]['tnp_nane'], 'uploads/'.$new file_name);

$message = 'File upl oaded successfully.";
}

//if there is an error...

el se

//set that to be the returned nessage

}
}

Q18. How to get length of an array in PHP ?

PHP count function is used to get the length or numbers of elementsin an array

<?php

/1 initializing an array in PHP
$array=["a','b'",'c'];

/1l Qutputs 3

echo count ($array);
?>

$nessage = ' Somet hi ng got wong while uploading file:

".$ FILES['file' ]["error’
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Q19. Codeto open file download dialog in PHP ?

Y ou can open afile download dialog in PHP by setting Content-Disposition in the header.
Hereisa usage sample:-

/1l outputting a PDF file

header (' Content-type: application/pdf');

/1 1t will be called downl oaded. pdf

header (' Content-Di sposition: attachnent; fil ename="downl oaded. pdf""');
/1 The PDF source is in original.pdf

readfile(' original.pdf');

Q20. Ismultipleinheritance supported in PHP ?

NO, multiple inheritance is not supported by PHP

Q21. How to Pass JSON Datain a URL using CURL in PHP ?

Codeto post JSON Datain a URL using CURL in PHP

$url =" https://ww. onlineintervi ewquesti ons. coniget_details';
$j sonDat a=' {"nanme": " phpScot s"

"emai | ": " phpscot s@nl i nei ntervi ewguesti ons. cont

, age': 36

$ch = curl _init();

curl _setopt($ch, CURLOPT_URL, $url);

curl _setopt($ch, CURLOPT_RETURNTRANSFER, O0);

curl _setopt ($ch, CURLOPT_PCSTFI ELDS, $j sonDat a);
curl _cl ose($ch);

Q22. How isa constant defined in a PHP script?

Defining a Constant in PHP
def i ne(" CONSTANT_NAME' , val ue) ;

Q23. How to get no of arguments passed to a PHP Function?
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func_get_args() function is used to get number of arguments passed in a PHP function.
Sample Usage:

function foo() {
return func_get _args();

}
echo foo(1,5,7,3);//output 4;

echo foo(a,b);//output 2;
echo foo();//output O;

Q24. What aretheencryption functionsavailablein PHP ?

crypt(), Mcrypt(), hash() are used for encryption in PHP

Q25. What isthe difference between unset and unlink ?

Unlink: Isused to remove afile from server.
usage:unlink(‘ path to file’);

Unset: Isused unset avariable.
usage: unset($var);

Q26. What isthe use of Mbstring?
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Mbstring

Mbstring is an extension used in PHP to handle non-ASCI| strings. Mbstring provides multibyte specific string
functions that help us to deal with multibyte encodings in PHP. Multibyte character encoding schemes are used
to express more than 256 charactersin the regular byte-wise coding system. Mbstring is designed to handle
Unicode-based encodings such as UTF-8 and UCS-2 and many single-byte encodings for convenience PHP
Character Encoding Requirements.

You may aso Like Codeigniter interview questions

Below are some featur es of mbstring

1. It handles the character encoding conversion between the possible encoding pairs.

2. Offers automatic encoding conversion between the possible encoding pairs.

3. Supports function overloading feature which enables to add multibyte awareness to regular string
functions.

4. Provides multibyte specific string functions that properly detect the beginning or ending of a multibyte
character. For example, mb_strlen() and mb_split()

Q27. How to get number of days between two given datesusing PHP ?

<?php
$tonorrow = nktinme(0, 0, O, date(“nf) , date(“d”)+1, date(“Y"));
$l astnmonth = nktine(0, 0, O, date(“nf)-1, date(“d”), date(“Y"));

echo ($tonorrow $l ast nont h)/ 86400;
7>

Q28. How will you calculate days between two datesin PHP?

Calculating days between two datesin PHP

<?Php
$datel = date('Y-md');
$date2 = '2015-10-2';

$days = (strtotinme($datel)-strtotinme($date2))/ (60*60*24);
echo $days;
2>

Q29. What is Cross-site scripting?

Cross-site scripting (XSS) is atype of computer security vulnerability typically found in web applications.
XSS enables attackers to inject client-side script into web pages viewed by other users. A cross-site scripting
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vulnerability may be used by attackers to bypass access controls such as the same-origin policy.

Q30. What arethedifference between echo and print?

Difference between echo and print in PHP
echoin PHP

e echo islanguage constructs that display strings.

e echo hasavoid return type.

e echo can take multiple parameters separated by comma.
e echoisdlightly faster than print.

Print in PHP

e print islanguage constructs that display strings.

e print hasareturn value of 1 so it can be used in expressions.
e print cannot take multiple parameters.

e print is slower than echo.

Q31. What ishamespacesin PHP?

PHP Namespaces provide away of grouping related classes, interfaces, functions and constants.
# define nanespace and cl ass i n nanmespace

nanmespace Mdul es\ Adm n\;

class CityController {}

# include the class using nanesapce
use Modul es\Adm n\CityController ;

Q32. What aredifferent types of Print Functions availablein PHP?
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PHP is a server side scripting language for creating dynamic web pages. There are so many functions available
for displaying output in PHP. Here, | will explain some basic functions for displaying output in PHP. The basic
functions for displaying output in PHP are as follows:

e print() Function

e echo() Function

e printf() Function

e sprintf() Function

e Var_dump() Function
e print_r() Function

Q33. What arethedifferences between GET and POST methodsin form submitting, give

the case where we can use get and we can use post methods?

In PHP, one can specify two different submission methods for aform. The method is specified inside a FORM
element, using the METHOD attribute. The difference between METHOD="GET" (the default) and
METHOD="POST” is primarily defined in terms of form data encoding. According to the technical HTML
specifications, GET means that form datais to be encoded (by a browser) into a URL while POST means that
the form datais to appear within the message body of the HTTP request.

Get Post
History: Parameters remain in browser history because Parameters are not saved in browser
y they are part of the URL history.
Bookmarked: Can be bookmarked. Can not be bookmarked.

GET requests are re-executed but may not be re-
BACK button/re- submitted to the server if the HTML is stored in The browser usually alerts the user

submit behavior: that datawill need to be re-submitted.
the browser cache.

multi part/form-data or application/x-
application/x-www-form-urlencoded www-form-urlencoded Use multipart
encoding for binary data.
can send but the parameter datais limited to what
we can stuff into the request line (URL). Safest  Can send parameters, including

Encoding type
(enctype attribute):

Parameters: to use lessthan 2K of parameters, some servers  uploading files, to the server.
handle up to 64K

Hacked: Easier to hack for script kiddies More difficult to hack

Restnctpns on form Yes, only ASCII characters allowed. No restrictions. Binary datais also

datatype: allowed.

POST isalittle safer than GET
because the parameters are not stored
in browser history or in web server
logs.

GET isless secure compared to POST because
Security: data sent is part of the URL. Soit'ssaved in
browser history and server logsin plaintext.

Yes, sinceform dataisin the URL and URL
Restrictions on form length isrestricted. A safe URL length limit is
data length: often 2048 characters but varies by browser and
web server.

No restrictions
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Get Post

— GET method should not be used when sending POST method used Whe.n. sending

Usability: e : passwords or other sensitive

passwords or other sensitive information. , :
information.

GET method is visible to everyone (it will be ,

Visibility: displayed in the browsers address bar) and has dPloslT r(ra]deti?lotcrl]\ef?rjlsll.il esarenot
limits on the amount of information to send. play '

Cached: Can be cached Not Cached

\I;;rl?;/arlable 7607 characters maximum size. 8 Mb max size for the POST method.

Q34. Why should | storelogsin a databaserather than a file?

A database provides more flexibility and reliability than does logging to afile. It is easy to run queries on
databases and generate statistics than it isfor flat files. Writing to a file has more overhead and will cause your
code to block or fail in the event that afile is unavailable. Inconsistencies caused by slow replication in AFS
may also pose a problem to errors logged to files. If you have access to MySQL, use a database for logs, and
when the database is unreachable, have your script automatically send an e-mail to the site administrator.

Q35. How to add 301 redirectsin PHP?

You can add 301 redirect in PHP by adding below code snippet in your file.
header ("HTTP/ 1.1 301 Moved Permanently");

header (" Location: /option-a");
exit();

Q36. How can you get web browser’s details using PHP?

get_browser () function is used to retrieve the client browser detailsin PHP. Thisisalibrary function is PHP
which looks up the browscap.ini file of the user and returns the capabilities of its browser.

Syntax:
get _browser (user_agent,return_array)
Example Usage:

$browserinfo = get_browser(null, true);
print_r($browserlnfo);

Q37. How to access standard error stream in PHP?
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Y ou can access standard error stream in PHP by using following code snippet:

$stderr = fwite("php://stderr");
$stderr = fopen("php://stderr", "wW');
$stderr = STDERR;

Q38. What isMcrypt used for?

M Crypt isafile encryption function and that is delivered as Perl extension. It is the replacement of the old
crypt() package and crypt(1) command of Unix. It allows developers to encrypt files or data streams without
making severe changes to their code.

MCrypt is was deprecated in PHP 7.1 and completely removed in PHP 7.2.

Q39. What isPECL?

PECL isan online directory or repository for all known PHP extensions. It also provides hosting facilities for
downloading and development of PHP extensions.

Y ou can read More about PECL from https:.//pecl.php.net/

Q40. What isa composer in PHP?

It isan application-level package manager for PHP. It allows you to declare the libraries your project depends
on and it will manage (install/update) them for you.

Q41. What is Gd PHP?

GD isan open source library for creating dynamic images.

e PHP uses GD library to create PNG, JPEG and GIF images.
e Itisalso used for creating charts and graphics on the fly.
e GD library requiresan ANSI C compiler to run.

Sample code to generate an image in PHP

<?php

header (" Content-type: inmage/png");

$string = $ GET['text'];

$i m = i magecr eat ef ronpng("i mages/ buttonl. png");
$nongo = i magecol oral | ocate($i m 220, 210, 60);
$px = (inmagesx($im - 7.5 * strlen($string)) / 2;
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i mgestring($im 3, $px, 9, $string, $nongo);

i mgepng( $i n);
i mgedestroy($im;
2>

Q42. What iscURL in PHP ?

CURL isalibrary in PHP that allows you to make HT TP requests from the server.

Q43. How to check curl isenabled or not in PHP

use function_exists('curl_version') function to check curl isenabled or not. Thisfunction returns trueif curl is
enabled other false

Example:

i f(function_exists('curl_version') ){
echo "Curl is enabled";

}el se{

echo "Curl is not enabled";

}

Q44. What isPear in PHP?

PEAR stand for Php Extension and Application Repository.PEAR provides:

e A structured library of code

e maintain a system for distributing code and for managing code packages
e promote a standard coding style

e provide reusable components.

Q45. How to get the | P address of the client/user in PHP?

Youcanuse$ SERVER['REMOTE_ADDR'] to get IP address of user/client in PHP, But sometime it may
not return the true 1P address of the client at all time. Use Below code to get true IP address of user.

function get Truel pAddr (){
if ('enpty($_SERVER'HTTP_CLIENT_IP'])) /'l check ip fromshare internet

$i p=$_SERVER][ ' HTTP_CLI ENT I P' ];
el seif (!enpty($_SERVER[' HTTP_X FORWARDED FOR 1)) //to check ip is pass from pi
$i p=$_SERVER] ' HTTP_X_FORWARDED FOR' ];
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el se
$i p=$_SERVER[ ' REMOTE_ADDR ] ;

return $ip;

Q46. Explain Traitsin PHP ?

Traitsin PHP are similar to Abstract classes that are not be instantiated on its own. Traits allow usto declare
methods that are used by multiple classesin PHP. trait keyword is used to create Traitsin PHP and can have
concrete and abstract methods.

Syntax

<?php
trait TraitNanme {
// sonme code..

}

?>

Q47. What isthe differ ence between runtime exception and compile time exception?

An exception that occurs at compile timeis called a checked exception. This exception cannot be ignored and
must be handled carefully. For example, in Javaif you use FileReader classto read datafrom the file and the
file specified in class constructor does not exist, then a FileNotFoundException occurs and you will have to
manage that exception. For the purpose, you will have to write the code in atry-catch block and handle the
exception. On the other hand, an exception that occurs at runtime is called unchecked-exception Note: Checked
exception is not handled so it becomes an unchecked exception. This exception occurs at the time of execution.

Q48. Which Scripting Engine PHP uses?

PHP uses Zend Engine. The current stable version of Zend Engineis4.0. It is developed by Andi Gutmans and
Zeev Suraski at Technion — Israel Institute of Technology.

Q49. What isdifference between session and cookiein PHP ?

e Session and cookie both are used to store values or data.
e cookie stores datain your browser and a session is stored on the server.
e Session destroys that when browser close and cookie delete when set time expires.
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Q50. What are differences between PECL and PEAR?

Q51. Explain preg Match and preg replace?

These are the commonly used regular expressionsin PHP. These are an inbuilt function that is used to work
with other regular functions.

preg-Match: Thisis the function used to match a pattern in a defined string. If the patterns match with string, it
returns true otherwise it returns false.

Preg_replace: Thisfunction is used to perform areplace operation. In this, it first matches the pattern in the
string and if pattern matched, ten replace that match with the specified pattern.

Q52. What isphp.ini & .htacessfile?

Both are used to make the changes to your PHP setting. These are explained below:

php.ini: It isaspecia filein PHP where you make changes to your PHP settings. It works when you run PHP
as CGl. It depends on you whether you want to use the default settings or changes the setting by editing a
php.ini file or, making anew text file and save it as php.ini.

.htaccess: It isa specia file that you can use to manage/change the behavior of your site. It works when PHP is
installed as an Apache module. These changes include such as redirecting your domain’s page to https or www,
directing all usersto one page, €etc.

Q53. How to block direct directory accessin PHP?

Y ou can use a.htaccess file to block the direct access of directory in PHP. It would be best if you add all the
filesin one directory, to which you want to deny access.

For Apache, you can use this code:

<&t Oder deny, allow Deny fromall</&t

But first, you have to create a .htaccessfile, if it isnot present. Create the .htaccess file in the root of your server
and then apply the aboverule.

Q54. What isdifference between ksort() and usort() functions.
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e ksort() function is used to sort an array according to its key values whereas asort() function is used to sort
an array according to its values.
e They both used to sort an associative array in PHP.

Example of asort():

<?php

$age = array("Peter"=>"37", "Ben"=>"27", "Joe"=>"43");
asort ( $age);

?>

Output: Key=Ben, Value=37 Key=Joe, Vaue=43 Key=Peter, Vaue=35
Example of ksort():

<?php

$age = array("Peter"=>"37", "Ben"=>"27", "Joe"=>"43");
ksort ($age); ?>

Output: Key=Ben, Value=37

Key=Joe, Val ue=43Key=Peter, Val ue=35

Q55. How can i execute PHP File using Command L ine?

It is easy and simple to execute PHP scripts from the windows command prompt. Y ou just follow the below
steps:

1. Open the command prompt. Click on Start button->Command Prompt.

2. In the Command Prompt, write the full path to the PHP executable(php.exe) which is followed by the full
path of a script that you want to execute. Y ou must add space in between each component. It means to navigate
the command to your script location.

For example,

| et you have placed PHP in C\PHP, and your script is in C\PHP\sanpl e-php-scri pt
then your command line will be:
C.\ PHP\ php. exe C:\ PHP\ sanpl e- php-scri pt. php

3. Press the enter key and your script will execute.

Q56. Writelogicto print Floyd'strianglein PHP?

Floyd' striangleis the right-angled triangle which starts with 1 and filled its rows with a consecutive number.
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The count of elements in next row will increment by one and the first row contains only one element.

Example of Floyd'striangle having 4 rows

Thelogicto print Floyd'striangle

<?php

echo

"print Floyd's triangle";echo "<pre>

$key = 1;
for ($i =1; $i <= 4; $i++) {

for (9
echo $key;
Skey++;

1, $ <= $i; $++) {

if ($ == $i) {

}
}
}

echo
?>

echo "<br/>";

Output:

23

456

78910

Q57.

What isdifference Between PHP 5 and 77

There are many differences between PHP 5 and 7. Some of the main points are:

Performance: it is obvious that |ater versions are always better than the previous versions if they are
stable. So, if you execute code in both versions, you will find the performance of PHP 7 is better than
PHP5. Thisis because PHP 5 use Zend 11 and PHP & uses the latest model PHP-NG or Next Generation.
Return Type: In PHP 5, the programmer is not allowed to define the type of return value of afunction
which isthe major drawback. But in PHP 7, this limitation is overcome and a programmer is allowed to
define the return type of any function.

Error handling: In PHP 5, there is high difficulty to manage fatal errors but in PHP 7, some major errors
are replaced by exceptions which can be managed effortlessly. In PHP 7, the new engine Exception
Objects has been introduced.

64-bit support: PHP 5 doesn’t support 64-bit integer while PHP 7 supports native 64-bit integers as well
aslargefiles.

Anonymous Class: Anonymous classis not present n PHP 5 but present in PHP 7. It is basically used
when you need to execute the class only once to increase the execution time.

New Operators. Some new operators have added in PHP 7 such as <=> which is called a three-way
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comparison operator. Another operator has added is a null coalescing operator which symbol as?? and use
to find whether something exists or not.
e Group Usedeclaration: PHP 7 includes this feature whereas PHP 5 doesn’t have this feature.

Q58. How to access a Static Member of a Classin PHP?

Static M ember s of a Class can be accessed directly using a class name with a scope resolution operator. To
access Static members we don't need to create an object of Class.

Example

class Hello {
public static $greeting = "G eeting fromHello C ass';

}
echo Hello::$greeting; // outputs "Geeting fromHello Cd ass"

Q59. What isdifference between explode() or split() in PHP?

The explode() and split() functions are used in PHP to split the strings. Both are defined here:

Split() isused to split astring into an array using aregular expression whereas explode() is used to split the
string by string using the delimiter.

Example of split():

split(":", "thisisiasplit"); //returns an array that containsthis, is, a, split.

Output: Array ([0] =>this[1] =>is,[2] => a,[3] => split)

Example of explode():

explode ("take", "take a explode example"); //returns an array which have value "a explode example"

Output: array([0] => "a explode example")

Q60. What islist in PHP?

Thelist issimilar to an array but it is not afunction, instead, it is alanguage construct. Thisis used for the
assignment of alist of variables in one operation. If you are using PHP 5 version, then the list values start from
arightmost parameter, and if you are using PHP 7 version, then your list starts with a left-most parameter. Code
islike:

<?php

$info = array('red', 'sign', 'danger');
/1l Listing all the variables

l'i st($col or, $synmbol, $fear) = $info;
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echo "$color is $synbol of $fear”
2>

Q61. What ar e access specifiers?

An access specifier is acode element that is used to determine which part of the program is alowed to access a
particular variable or other information. Different programming languages have different syntax to declare
access specifiers. There are three types of access specifiersin PHP which are:

e Private: Members of a class are declared as private and they can be accessed only from that class.

¢ Protected: The class members declared as protected can be accessed from that class or from the inherited
class.

e Public: The class members declared as public can be accessed from everywhere.

Q62. Difference between array combine and array merge?

array_combineis used to combine two or more arrays while array_merge is used to append one array at the
end of another array.

array_combine is used to create anew array having keys of one array and values of another array that are
combined with each other whereas array_merge is used to create a new array in such away that values of the
second array append at the end of thefirst array.

array _combine doesn't override the values of thefirst array but in array_merge values of the first array
overrides with the values of the second one.

Example of array_combine

<?php

$arrl = array("subl", "sub2", "sub3");
$arr?2 = array(("php","htm ", "css");
$new arr = array_conbi ne($arrl, S$arr2);
print_r($new arr);

7>

OUTPUT:

Array([subl] => php [sub2] => htm [sub3 =>css)

Example of array_merge

<?php
$arrl = array("subl" => "node", "sub2" => "sql");
$arr2 - a.rra.y(IIS]-ll :>Ilj Qjery"’ "83" :>lem II’ Ilsub4ll :>IICSSII);

$result = array_nerge($arrl, S$arr2);
print_r($result);?>
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OUTPUT:

Array ([sl1] => jquery [sub2] => sql [s3] => xml [sub4] =>Css )

Q63. What isMIME?

MIME stands for Multipurpose Internet Mail Extensionsis an extension of the email protocol. It supports
exchanging of various data files such as audio, video, application programs, and many others on the internet. It
can also handle ASCII texts and Simple Mail Transport Protocol on the internet.

Q64. How can we convert the time zones using PHP?

date default_timezone set() funtion is used to convert/change the time zones in PHP.

Example

date_default _tinmezone_set (' Asi a/ Kol kata');

Q65. How can you get the size of an imagein PHP?

getimagesize() function is used to get the size of an image in PHP. This function takes the path of file with
name as an argument and returns the dimensions of an image with the file type and height/width. Syntax:

array getimagesi ze( $filenane, $imge_info )

Q66. What isthe difference between an interface and an abstract class?

Q67. List few sensible functionsin PHP?

exec, passthru, system, proc_open, eval(),assert(),phpinfo,posix_mkfifo, posix_getlogin, posix_ttyname are
few sensible or exploitable functionsin PHP.

Q68. What isa path Traversal ?
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Path Traversal alsoisknown as Directory Traversal isreferring to an attack which is attacked by an attacker
to read into the files of the web application. Also, he/she can reveal the content of the file outside the root
directory of aweb server or any application. Path traversal operates the web application file with the use of dot-
dot-slash (../) sequences, as ../ is a cross-platform symbol to go up in the directory.

Path traversal basically implements by an attacker when he/she wants to gain secret passwords, access token or
other information stored in the files. Path traversal attack allows the attacker to exploit vulnerabilities present in
web file.

Q69. What isthe difference between nowdoc and heredoc?

Heredoc and nowdoc are the methods to define the string in PHP in different ways.

e Heredoc process the $variable and special character while nowdoc doesn't do the same.
e Heredoc string uses double quotes " while nowdoc string uses single quote "
e Parsing is donein heredoc but not in nowdoc.

Q70. Explain mail function in PHP with syntax?

The mail function isused in PHP to send emails directly from script or website. It takes five parameters as an
argument.

Syntax of mail (): mail (to, subject, message, headers, parameters);

to refersto the receiver of the email

Subject refers to the subject of an email

the message defines the content to be sent where each line separated with /n and aso one line can't
exceed 70 characters.

Header srefer to additional information like from, Cc, Bcc. These are optional.

Parameter s refer to an additional parameter to the send mail program. It is also optional

Q71. What isdifference between md5 and SHA 2567

Both MD5 and SHA 256 are used as hashing algorithms. They take an input file and generate an output which
can be of 256/128-hit size. This output represents a checksum or hash value. As, collisions are very rare
between hash values, so no encryption takes place.

¢ Thedifference between MD5 and SHA256 is that the former takes less time to calculate than later one.
e SHA?256 isdifficult to handle than M D5 because of its size.

e SHA256 isless secure than MD5

e MD5 result in an output of 128 bits whereas SHA 256 result output of 256 bits.

Concluding al points, it will be better to use MDAS if you want to secure your files otherwise you can use
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SHA256.

Q72. How to terminate the execution of a script in PHP ?

To terminate the script in PHP, exit() function is used. It is an inbuilt function which outputs a message and then
terminates the current script. The message which is you want to display is passed as a parameter to the exit ()
function and this function terminates the script after displaying the message. It is an alias function of die ()
function. It doesn’t return any value.

Syntax: exit(message)
Where massage is a parameter to be passed as an argument. It defines message or status.
Exceptions of exit():

e |f no statusis passed to exit(), then it can be called without parenthesis.
e If apassed statusis an integer then the value will not be printed but used as the exit status.
e Therange of exit statusisfrom 0 to 254 where 255 is reserved in PHP.

Errors And Exceptions

e exit() can be called without parentheses if no status is passed to it. Exit() function is also known by the
term language construct.

e If the status passed to an exit() is an integer as a parameter, that value will be used as the exit status and
not be displayed.

e Therange of exit status should be in between 0 to 25. the exit status 255 should not be used becauseit is
reserved by PHP.

Q73. What should bethelength of variable for SHA2567?

It is clear from the name SHA 256 that the length is of 256 bitslong. If you are using hexadecimal
representation, then you require 64 digits to replace 256 bits, as one digit represents four bits. Or if you are
using a binary representation which means one byte equals to eight bits, then you need 32 digits.

Q74. How to create a public static method in PHP?

Static method is amember of classthat is called directly by class name without creating an instance.In PHP uou
can create a static method by using static keyword.
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Example:

class A {
public static function sayHello() {
echo "hello Static';
}

,}A: :sayHel l o();

Q75. What isuse of file put contentsin PHP?

file_get_contentsin PHP isalibrary function that is used to write text to afile. This function creates anew file
if the file doesn't exist.

Syntax

file_put_contents($file, $data, $nopde, S$context)
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